d\ nextjump

Title: Network Security Engineer
Location: Cambridge, MA
Compensation: Competitive. Eligible for pre-IPO stock option grants.

Job Description

Next Jump is looking for a world class Network Security Engineer. The primary responsibility will be to work
with operations and engineering resources to secure our network, implement and monitor security
hardware and tools, and conduct network upgrades/changes in a fast paced environment. This position
requires hands on experience with WAN and LAN engineering including routing protocols, spanning tree,
firewalls, load balancers, VPNs and related technology. A desire to innovate and keep current on security
technologies is necessary.

This is a great opportunity to be involved with the development and implementation of cutting edge
network security tools and practices in a dynamic environment.

Responsibilities:

e  Work as part of a team to design, implement, and manage network configurations, including, Cisco
switches, routers, and firewalls, F5 BiglP, load balancers, and related technologies

e Implement, manage and monitor network security and at the edge as well as internal networks,
including IDS/IPS & Firewall

e Recommend and implement new technologies to mature the network management infrastructure,
including monitoring systems, security products and technologies

e Document network security configurations and architectures, and effectively collaborate with
operational teams

e Maintain PCI & SAS compliance

e Participate in 24x7 on-call rotation

Requirements:

e BS/MS degree in Network Security, Information Security or related field

e Ability to manage details in a fast-paced environment

e  Ability to train others on technical and procedural topics

e Solid understanding and best practices of network security issues, including management of IDS
systems, firewalls and relevant systems

e Comfortin reading and interpreting packet captures, including an understanding of TCP/IP internals
and a broad understanding of IP protocols at all layers of the stack

e CCNP or equivalent required, CEH a plus

Company Summary:

With one of the largest Internet engineering teams on the east coast, Next Jump has quietly created a world
class, next generation shopping platform adopted by MasterCard and most Fortune 1000 companies. The
recently launched OO.com, with valuable, proprietary WOWPoints™ for every transaction, is the company’s
first consumer shopping site. Next Jump’s eco-system of blue-chip brands and high-value shoppers have
made it the loyalty and rewards program of choice for Dell, Hilton Hotels, and numerous others, as well as
similar programs for membership organizations like AARP. Next Jump was founded by Charlie Kim, CEO and
is based in New York City.



